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As data has become a critical and valuable resource, organizations have sought to open up access to their data for
external researchers and the public. At the same time, privacy researchers have demonstrated potential for attacks
that identify individual data subjects using aggregate statistics [5, 12]. To mitigate these threats, organizations have
started to incorporate privacy noise when generating datasets for publication [4, 9]. Some noising techniques, such
as rounding [3], have been used for decades; others like differential privacy (DP) [7] are more modern developments.
The goal of these techniques is to protect the privacy of individual data subjects while preserving overall patterns in
the data.

While noising techniques are well-studied from technical perspectives, real-world data releases that include privacy
noise, such as with the 2020 US Census and Facebook’s Social Science One initiative, have generated dissatisfaction
from data users (e.g. [18, 15]). The rocky reception to these data releases demonstrates the privacy community’s gaps
in understanding data users’ perceptions of noisy data and best practices for communication. Prior work has focused
on communication of privacy guarantees to data subjects (e.g., [1, 19, 2, 11, 16]), guidance for data curators who
wish to apply privacy protections when releasing sensitive data (e.g. [6]), and usability interventions for developers
and analysts who implement privacy-preserving mechanisms (e.g. [14, 13, 17, 10]). However, the experiences of data
users who use already-noised datasets are less studied.

In this work, we explore the perspectives of data users o vy rtecton ol
contending with noise in data releases using datasets
from the Wikimedia Foundation (WMF), which has re-
leased sensitive data using two different methods of pri- Homwwas peivacy potection sppled?
vacy noise: rounding and DP. WMF is the only organiza-
tion we are aware of® that has released the same dataset
using different noising methods, which provides a nat-
ural opportunity to understand how data users engage
with heuristic versus formal privacy noise techniques in
datasets. We ask: How do data users perceive, interact
with, and interpret noise injected into data for privacy
protection? Does the nature of the noise (rounding vs.
DP) impact data users’ engagement with the data?
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How does privacy protection affect the accuracy of the published
data?
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To explore these questions, we conducted a task-based
analysis study with 15 participants experienced in data
science. Each study session included a contextual in-
quiry using data analysis tasks, as well as a semi-
structured interview. We provide participants with dataset documentation, which is critical for enabling data users
to responsibly work with data [8]. We design documentation for each of the datasets, incorporating feedback from
five experts in privacy communication, and provide these documents to participants during the study (see Fig. 1).

Figure 1. Screenshots of DP and Rounding documenta-
tion for Pageviews by Country Dataset.

We find that participants were well-versed in existing sources of error in Wikipedia datasets, which allowed them
to think through the impact of additional noise for privacy purposes. They were easily able to understand the
process of rounding, but felt better equipped to devise simulations and develop empirical confidence intervals using
the DP data. For both rounding and DP, participants struggled to understand how uncertainty would scale across
multiple perturbed data points. Participants had mixed and surprising perceptions about the privacy protections
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3The US Census Bureau used two different methods of privacy protection, swapping and DP, for its 2010 decennial census
and 2020 decennial census, respectively. These two datasets are similar but not identical.



offered by rounding and DP, illuminating data users’ conceptual relationships between dataset utility and perceived
privacy. They also had contextually-dependent preferences for which dataset to use when communicating their results
to various audiences. Based on these findings, we offer recommendations to help data users work effectively with
privacy-noised datasets, such as building tools to automatically compute confidence intervals and track uncertainty
in downstream analyses. We point to the need to better understand how different audiences perceive the relationship
between privacy and accuracy of noisy data.
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