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Digital currencies raise a fundamental tension between individual privacy and regulatory oversight, particularly
for anti-money laundering (AML) and counter-terrorism financing (CTF) compliance. While privacy-preserving
cryptocurrencies prove that strong privacy is technically achievable without intermediaries 2], these same features
have prompted regulatory concerns and prohibitions in some jurisdictions [6]. The debate is most acute for central
bank digital currencies (CBDCs) and stablecoins, where recent advances in financial technology have reframed the
question: it is no longer whether privacy is technically feasible, but how much privacy should be permitted under
regulatory supervision [1].

Answering this question requires bridging a fundamental divide: technical and regulatory communities understand
privacy differently. Cryptography researchers often treat privacy as binary—a system is either private or it is not—
enabling formal analysis but overlooking the nuanced, context-dependent requirements of regulation. In contrast,
regulatory frameworks rely on intermediaries for privacy oversight, obligating banks, exchanges, and virtual asset
service providers (VASPs) to implement identity verification, transaction monitoring, and record-keeping.

Recent regulatory initiatives, including the European Union’s Markets in Crypto-Assets Regulation (MiCAR), the
Transfer of Funds Regulation (TFR), and the Financial Action Task Force (FATF) Recommendation 16 (“Travel
Rule”) [3], extend this intermediary-based paradigm to digital assets. However, when applied to state-operated CB-
DCs, this approach raises significant concerns, as enhanced central surveillance capabilities risk eroding fundamental
privacy rights.

This paper proposes a multidimensional taxonomy to bridge these divergent perspectives. Rather than treating
privacy as a monolithic property to be maximized or constrained, the taxonomy decomposes it into five analytically
distinct dimensions, each of which can be independently configured:

1. Who: The identities of the transacting parties, which may range from completely anonymous or pseudonymous
users to fully identified individuals or institutions.

2. What: The categories of transactional or personal data protected, such as transaction amounts, linkages between
transactions, sources or destinations of funds, and account balances.

3. How: The methods and mechanisms used to control disclosure and access, including user consent, system-wide
protocol design, and institutional permissions or restrictions.

4. Where: The entities or domains to which information may be disclosed, which could be limited to specific
participants, intermediaries, regulators, or extended to the general public.

5. Why: The rationale or basis for allowing disclosure, such as legal requirements, contractual agreements, super-

visory mandates, or other regulatory justifications.

This framework departs from traditional cryptographic privacy models, which address protocol-level objectives (con-
fidentiality, unlinkability, untraceability) but omit institutional questions of who may access what information under
which circumstances. The taxonomy provides a shared vocabulary for system architects and policymakers to discuss
privacy features required or permissible for digital currency systems in varying regulatory contexts.

Applying this taxonomy highlights a persistent disconnect between regulatory and technical strategies. Regulators
rely on institutional oversight at entry and exit points [5], while cryptographic research pursues end-to-end privacy
guarantees |7]. Recent proposals seek compromise by integrating cryptographic primitives and accountability features,
such as view keys or conditional tracing, while avoiding mass surveillance [4].



The taxonomy surfaces several recurring design patterns, including: asymmetric privacy (granting different pri-
vacy guarantees to different roles), conditional disclosure (ensuring privacy by default, with predefined exceptions),
mediated privacy (applying distributed or collaborative controls over data release), targeted exposure (enabling in-
vestigatory access with proper authorization), and regulatory privacy mechanisms (embedding compliance directly
into technical protocols). Each pattern comes with its own balance of privacy protection, regulatory effectiveness,
and governance complexity.

Three key insights follow. First, privacy in digital currency systems is not binary but modular and multi-dimensional,
resisting the false dichotomy between total privacy and total surveillance. This invites nuanced policy responses
specifying which privacy dimensions may be adjusted and when. Second, regulatory compliance does not require
universal traceability: AML obligations call for investigating specific suspicious transactions rather than indiscrim-
inate monitoring. Selective disclosure mechanisms could satisfy regulatory imperatives while safeguarding routine
privacy. Third, practical adoption of privacy-preserving yet accountable architectures for CBDCs depends not only
on technical soundness but also on institutional alignment, legal compatibility, and political consensus.

Critical challenges remain. Jurisdictional conflicts raise technical and governance hurdles that cryptography alone
cannot address. Privacy-preserving solutions for systemic risk monitoring and regulatory reporting remain nascent.
Developing investigative tools that limit access to authorized use while preventing mass surveillance is challenging.
Fundamental questions about AML/CTF regime efficacy persist, as rigorous evidence of their effectiveness and
surveillance impact remains scarce.

This taxonomy serves as an analytical tool, not a prescriptive solution. It clarifies the design space, highlights
trade-offs, and fosters dialogue between technological and regulatory communities. Realizing its benefits requires
stakeholders to move beyond entrenched positions and engage with the proposition that privacy and regulatory
compliance can be reconciled. Ultimately, the question is not only what is technically feasible, but what level of
financial surveillance societies are willing to endorse.
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