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Proposed Article Description: Researchers and practitioners at universities, government agen-

cies, not-for-profits, and industry widely use government data to make important public policy

decisions, such as how to allocate resources during national emergencies and how to evaluate the

payoff of attending college. Data that could be useful for answering public policy questions often

contain sensitive information and are never made available or are subjected to various statistical

disclosure control methods to protect the confidentiality of individuals. Data stewards are using

differential privacy (DP) (Dwork et al., 2006) in statistical disclosure control to expand access to

administrative data and to potentially support validation servers for interactively running analyses

on confidential data. Building on work identifying the needs and expectations of users of adminis-

trative data (Williams et al., 2024) and an evaluation of a differential privacy use case (Barrientos

et al., 2023), this presentation presents a simulation framework for evaluating differentially private

methods for regression. We then evaluate several popular implementations of differentially private

linear regression.

In the U.S., some federal statistical agencies are considering or have implemented DP. For

example, the U.S. Census Bureau updated their 2020 Disclosure Avoidance System for the 2020

Decennial Census with DP (United States Census Bureau, 2021), and the Internal Revenue Service

has recently considered DP and other formally private methods to protect tax data (Barrientos

et al., 2021). These changes will affect results derived from government data, impact data avail-

ability, and demand new analytical skills and knowledge. In order to understand privacy-utility

tradeoffs and inform users, work is needed to understand the fitness for purpose of these methods.

Earlier research shows there is a large gap between users’ expectations of DP methods and their

needs for applied public policy research. In other words, applied researchers have high expectations

for the accuracy of privacy-preserving analysis even when the stakes are very high like sacrificing

access to the data (Williams et al., 2024). At the same time, DP methods have been shown to
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return poor results in applied setting for simple econometric analyses like multiple linear regression

(Barrientos et al., 2023).

This paper demonstrates a simulation framework for evaluating the reliability of DP linear

regression outputs. The framework is implemented using Monte Carlo simulation and parallel

computing to understand the variance of results. The framework benchmarks results against quan-

titative users’ expectations from (Williams et al., 2024) and introduces new metrics based on the

variance of results. The framework includes robust tools for introducing violations to assumptions

for linear regression and changing the data generating mechanism. Unlike previous work, we can

identify the precise scenarios where methods work well on average and where they work poorly.

Using this framework, we evaluate four different differentially private regression methods that

support full inference of coefficients. We adjust scenarios by changing sample sizes, the signal-to-

noise ratio, the balance of classes for categorical predictors, multicollinearity, the skew of residuals,

heteroskedasticity, and omitted variables.

We expect the completed article will contribute to the data privacy literature through demon-

strations of DP linear regression methods and the benchmarking of results against the actual expec-

tations of potential users of DP. Our hope is that the results from the study will further advance

the technical and policy solutions to improve data access for evidence-based policymaking. We

conclude with implications for formally private validation servers at NSDS and IRS, highlighting

how benchmarking can guide evidence-based policymaking.
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