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Gramm-Leach-Bliley Act (GLBA)

Federal Trade Commission guidelines & international regulations, e.g., GDPR
California Consumer Privacy Act (CCPA)
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Are the laws themselves well designed for
effective transparency & consent?

-> A large-scale analysis of multiple privacy notices
provided by financial institutions in the U.S,, particularly
examining consistency between privacy notices
provided by the same bank

Our focus: third-party data sharing for marketing-related
purposes



Methods
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Takeaways

e Clarity of GLBA notice eroded by additional policies

Multiple privacy notices provided by the same bank

Policy type

Number of privacy policies we collected

GLBA

General

Mobile
CCPA

Cookie
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709
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44% had at least one additional policy




Takeaways

e Prevalent inconsistencies in data-sharing statements
between GLBA & non-GLBA policies

Negative GLBA statements BUT stated third-party sharing elsewhere for 55% banks

LBA shari ici
e SNariNg & of banks that do not share but indicate sharing in other policies

purposes
Nonaffiliate 481 1806
Joint-mkt 267  M23
Affiliate 147 | 741
Marketing 68 460




Takeaways

e Clarity of GLBA notice eroded by additional policies

e Prevalent inconsistencies in data-sharing statements
between GLBA & non-GLBA policies

e Limited and unclear privacy opt-outs

>> The GLBA short-form notice may no longer be informative

>> Need to align privacy disclosure requirements across laws
for transparency
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e Clarity of GLBA notice eroded by additional policies

e Prevalent inconsistencies in data-sharing statements
between GLBA & non-GLBA policies

e Limited and unclear privacy opt-outs

>> The GLBA short-form notice may no longer be informative

>> Need to align privacy disclosure requirements across laws
for transparency
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