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DP is increasingly being deployed in the real world!

Cumulative Differential Privacy Deployments (2006-2024)
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The 2020 Census Suggests That People
Live Underwater. There’s a Reason.

Technology advances forced the Census Bureau to use sweeping
measures to ensure privacy for respondents. The ensuing debate
goes to the heart of what a census is.
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Young Republicans challengass
census resurts as part Of Wi To Reduce Privacy Risks, the Census

Plans to Report Less Accurate Data

atta c k 0 n h e a d c 0 u n t Guaranteeing people’s confidentiality has become more of a
challenge, but some scholars worry that the new system will

impede research.
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Deploying DP means intervening in a
sociotechnical system...



Deploying DP means intervening in a
sociotechnical system...

...which changes system users’ statistical imaginaries.
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This is not just a question of politics...



This is not just a question of politics...

...it's also a question about how changing the noise
mechanism changes the data user experience.



If we change the context, can we study the
broader phenomenon?



If we change the context, can we study the
broader phenomenon?
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Page views by country

1K 7K 44K 288K 2M 13M 83M 547M 4B

Graphic from stats.wikimedia.org
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Pageviews by country

Rounded Ty
“—+ — - —
1,500 1,800
Same underlying data
Same time range
Different mechanisms
DP

< >

395 396 397 398 399 400 401 402 403 404 405 406 407 408 409 410



Our methodology

- With DP expert guidance, design data user-focused DP documentation
N=5
Iteration on documentation design throughout
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Our methodology

- With DP expert guidance, design data user-focused DP documentation
- N=5
- Iteration on documentation design throughout

- Create a set of basic data analysis activities about pageview trends
- Maxima, sums, means, equality checks

- Conduct structured interviews with non-DP expert data users on both noise
mechanism datasets
- N=15
- Explicitly probe interviewee understandings of how the noise mechanism affects their
perceptions of error, reliability, privacy guarantees, and more



Documentation

- Introduction
- Dataset schema
- How were the data pre-processed?
- How was privacy protection applied?
- How does privacy protection affect the accuracy of the published data?
- How can you use the published data?
Study materials




Documentation: Privacy Mechanism

These counts are NOT
included in the dataset for These counts ARE included
privacy reasons. in the dataset.

ri rounded up — privacy-p}""btecied pageviews*
to the next greatest multiple of 100

1,500 1,600 1,700 1,800

*only records with privacy-protected pageviews = 1,700 are reported



Documentation: Privacy Mechanism

This variable is NOT
included in the dataset for This variable IS included
privacy reasons. in the dataset.
original privacy-protected
Each record is unique across 5@&@@‘/6@\@'5 pageViews

the following variables:

| —— We generate a privacy-protected count

itle: Taylor_Swif ai i s . s
ey, Gyfm’dw" / for each original count using a differentially
ject: en.wiki i
project: en.wikipedia <

year: 2024 private algorithm.
month: 5 :
day: 9 pageviews pageviews

T The algorithm draws a random value from a normal

;::jn;:ty'_;g:vfiiipedia distribution centered around the corresponding
x‘e:’;hZ_OSQA original count with o = 18.2. This randomly drawn
day: 9

value is published as the privacy-protected count.

page_title: Invisibility
country_id: MX

project: en.wikipedia

year: 2024 \—>
month: 5

day: 9

*only records with privacy-protected pageviews = 90 are reported



Tasks

[ g A1 et Ragevioes ] Day 1 [ Page A | 11,589 pageviews

3,241

Day 10 [ Page A | 1,272 pageviews

[ Page Z | 101 pageviews ]

[ Page X | 1,491 pageviews ]

original_views(Page Y)?




Interview Questions

- For each task:
- Provide a range that you would be 95% sure the non-noised value falls within.



Interview Questions

- For each task:
- Provide a range that you would be 95% sure the non-noised value falls within.

- At the end:

- Which analyses would you want to conduct with each dataset?

- Does one dataset seem more privacy preserving to you?

- Do you feel more comfortable analyzing one dataset?

- Do you feel more comfortable communicating an analysis for one dataset?



Findings

Baseline understanding of (non-privacy) sources of noise = better reasoning about
the impact of additional privacy noise
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Baseline understanding of (non-privacy) sources of noise = better reasoning about
the impact of additional privacy noise
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If you ever get me as a reviewer, that’s going to be,
like, the first words out of my mouth... “Did you
correct for redirects?” Because it can make a

difference up to 25% in terms of the data. | kick
‘ papers out of review all the time for this problem. /




Findings

Baseline understanding of (non-privacy) sources of noise = better reasoning about
the impact of additional privacy noise

Internet data is super messy to begin with...
messifying it more for privacy would not take
away from the kind of work that people are already ‘
doing

: P




Findings

Rounding = easier to understand the process, DP = easier to reason with/about
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‘ The rounding is mathematically easier. It's, like,




Findings

Rounding = easier to understand the process, DP = easier to reason with/about

high school versus college math.

‘ The rounding is mathematically easier. It's, like,

Rounding is a lot easier to explain, but it feels ‘

more... statistically fraught somehow




Findings

Multiple perturbed data points = struggle to compute confidence intervals



Findings

Multiple perturbed data points = struggle to compute confidence intervals

There was one point where | was like, “Oh no, it
feels like | came to 10th grade stats but | didn’t
study for the test!”




Findings

Multiple perturbed data points = struggle to compute confidence intervals

- Only 3 of 15 (20%) of participants do so successfully

And 2 of 3 had recently taught statistics courses



Findings

Mixed understandings of different methods’ effectiveness at protecting privacy



Findings

Mixed understandings of different methods’ effectiveness at protecting privacy

/

| found the differential privacy more useful,

more accessible in terms of making various

conclusions. Does that mean that it is less
private, though? I'm not sure.

\
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Findings

Preferences for which dataset to use when communicating their results are
contextually-dependent
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I‘I smarter if you’re using DP instead of rounding.



Findings

Preferences for which dataset to use when communicating their results are
contextually-dependent

| think DP sounds sexier... you sound a little

I‘I smarter if you’re using DP instead of rounding.

What you lose with easy explainability you gain ‘
with the ability to cite, like, hundreds of papers that ' l

ostensibly say that DP is a reasonable thing to do.




So... what does all of this mean??



Actual statistics The data user’s
~statistical imaginary~




Actual statistics The data user’s
~statistical imaginary~

Effective interventions
Privacy-enhancing noise span both domains




What seems to work?

- Context-aware documentation

- Present privacy harms and accuracy metrics together

- Examples that clearly illustrate what analysts can and cannot deduce from
noisy data

- Consider perceptions of “face privacy”



Thank you! Questions?

Paper (arxiv) Study materials




