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DP is increasingly being deployed in the real world!

Data from OpenDP’s 
Deployment Registry
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This is not just a question of politics…



This is not just a question of politics…
…it’s also a question about how changing the noise 

mechanism changes the data user experience.



If we change the context, can we study the 
broader phenomenon?



If we change the context, can we study the 
broader phenomenon?

Yes!



Graphic from stats.wikimedia.org
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Our methodology

- With DP expert guidance, design data user-focused DP documentation
- N = 5
- Iteration on documentation design throughout
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Our methodology

- With DP expert guidance, design data user-focused DP documentation
- N = 5
- Iteration on documentation design throughout

- Create a set of basic data analysis activities about pageview trends
- Maxima, sums, means, equality checks

- Conduct structured interviews with non-DP expert data users on both noise 
mechanism datasets

- N = 15
- Explicitly probe interviewee understandings of how the noise mechanism affects their 

perceptions of error, reliability, privacy guarantees, and more



Documentation

- Introduction
- Dataset schema
- How were the data pre-processed?
- How was privacy protection applied?
- How does privacy protection affect the accuracy of the published data?
- How can you use the published data?

Study materials
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Tasks

Study materials

Maximum Mean

Equality



Interview Questions

- For each task:
- Provide a range that you would be 95% sure the non-noised value falls within.



Interview Questions

- For each task:
- Provide a range that you would be 95% sure the non-noised value falls within.

- At the end:
- Which analyses would you want to conduct with each dataset?
- Does one dataset seem more privacy preserving to you?
- Do you feel more comfortable analyzing one dataset?
- Do you feel more comfortable communicating an analysis for one dataset?
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the impact of additional privacy noise
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P3

If you ever get me as a reviewer, that’s going to be, 
like, the first words out of my mouth... “Did you 
correct for redirects?” Because it can make a 
difference up to 25% in terms of the data. I kick 

papers out of review all the time for this problem. 



Findings

Baseline understanding of (non-privacy) sources of noise = better reasoning about 
the impact of additional privacy noise

P13

Internet data is super messy to begin with... 
messifying it more for privacy would not take 

away from the kind of work that people are already 
doing
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P3

The rounding is mathematically easier. It’s, like, 
high school versus college math.

P16

Rounding is a lot easier to explain, but it feels 
more... statistically fraught somehow



Findings

Multiple perturbed data points = struggle to compute confidence intervals
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Findings

Multiple perturbed data points = struggle to compute confidence intervals

P8

There was one point where I was like, “Oh no, it 
feels like I came to 10th grade stats but I didn’t 

study for the test!” 



Findings

Multiple perturbed data points = struggle to compute confidence intervals

- Only 3 of 15 (20%) of participants do so successfully
- And 2 of 3 had recently taught statistics courses



Findings

Mixed understandings of different methods’ effectiveness at protecting privacy
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Mixed understandings of different methods’ effectiveness at protecting privacy

P11

I found the differential privacy more useful, 
more accessible in terms of making various 
conclusions. Does that mean that it is less 

private, though? I’m not sure.



Findings

Preferences for which dataset to use when communicating their results are 
contextually-dependent
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smarter if you’re using DP instead of rounding.



Findings

Preferences for which dataset to use when communicating their results are 
contextually-dependent

P9

I think DP sounds sexier… you sound a little 
smarter if you’re using DP instead of rounding.

P16

What you lose with easy explainability you gain 
with the ability to cite, like, hundreds of papers that 

ostensibly say that DP is a reasonable thing to do.



So… what does all of this mean?



Actual statistics The data user’s
~statistical imaginary~



✨Privacy-enhancing noise✨

Actual statistics

Effective interventions 
span both domains

The data user’s
~statistical imaginary~

Good
docs



What seems to work?

- Context-aware documentation
- Present privacy harms and accuracy metrics together
- Examples that clearly illustrate what analysts can and cannot deduce from 

noisy data
- Consider perceptions of “face privacy”



Thank you! Questions?

Study materialsPaper (arxiv)


