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M satisfies differential privacy (DP) if  its output 

remains nearly unchanged when the data of  a 

single individual is modified/removed.



In “differential privacy world,” we are allowed to 

use public data to improve our model outputs.



Public Data

In “differential privacy world,” we are allowed to 

use public data to improve our model outputs.



Public Data

In “differential privacy world,” we are allowed to 

use public data to improve our model outputs.

Pretrain 

(model weights)



Public Data

In “differential privacy world,” we are allowed to 

use public data to improve our model outputs.

Pretrain 

(model weights)
Tune 

Hyperparameters



Public Data

In “differential privacy world,” we are allowed to 

use public data to improve our model outputs.

Pretrain 

(model weights)
Tune 

Hyperparameters
Privacy/Utility 

Tradeoff



Public Data

In “differential privacy world,” we are allowed to 

use public data to improve our model outputs.

Pretrain 

(model weights)
Tune 

Hyperparameters
Privacy/Utility 

Tradeoff

Run DP 

Mechanism



Public Data

In “differential privacy world,” we are allowed to 

use public data to improve our model outputs.

Pretrain 

(model weights)
Tune 

Hyperparameters
Privacy/Utility 

Tradeoff

Run DP 

Mechanism
Output (predictions, 

synthetic data, etc.)



In “differential privacy world,” we are allowed to 

use public data to improve our model outputs.

Private data: 2014 Israel’s live birth registry

Differentially private release of  Israel's national registry of  live births, Hod and Canetti S&P 2025



In “differential privacy world,” we are allowed to 

use public data to improve our model outputs.

Private data: 2014 Israel’s live birth registry

Public data: 2019 US’s NVSS data

Differentially private release of  Israel's national registry of  live births, Hod and Canetti S&P 2025



In “differential privacy world,” we are allowed to 

use public data to improve our model outputs.

Private data: 2014 Israel’s live birth registry

Public data: 2019 US’s NVSS data

Private data: Census 2020

The U.S. Census Bureau Adopts Differential Privacy. John Abowd 2018



In “differential privacy world,” we are allowed to 

use public data to improve our model outputs.

Private data: 2014 Israel’s live birth registry

Public data: 2019 US’s NVSS data

Private data: Census 2020

Public data: Census 2010

The U.S. Census Bureau Adopts Differential Privacy. John Abowd 2018



In “differential privacy world,” we are allowed to 

use public data to improve our model outputs.

Private data: 2014 Israel’s live birth registry

Public data: 2019 US’s NVSS data

Private data: Census 2020

Public data: Census 2010

“… the simplest approach, when possible, is to do all model architecture search and 

hyperparameter tuning on a proxy public dataset (with a distribution similar to the 

private data), and only use the private training dataset to train the final DP model.”

How to dp-fy ML: A practical guide to machine learning with differential privacy [PHK+23]
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Run DP 
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synthetic data, etc.)

Expensive?

Time-consuming?

Existent?

Surrogate Data? How do we get this?



Generally, this has been hard for tabular data, due to 

domain heterogeneity…but! It’s known to be useful 

(helping get SOTA results) for image/text data.
1

2

Differentially Private Image Classification by Learning Priors from Random Processes. Tang et al. Neurips '23

No privacy budget consumption

Uses privacy budget



How do you do this for tabular data?

Differentially Private Image Classification by Learning Priors from Random Processes. Tang et al. Neurips '23

Do we have a strong prior over tabular data?

Only useful because these are in domain and 

have interesting artifacts (like real images)

Will let us make surrogate public data.

This is an example of  surrogate public data!



Surrogate Public Data

Public Data (informal, [BKS23])
A computation taking a dataset as input does 
not consume privacy loss budget with respect 
to any other private, sensitive dataset

How useful is surrogate public data relative to 

“traditional” public data for DP auxiliary tasks?

Surrogate Public Data (working def)
A dataset generated independently of  a 
sensitive dataset, consuming no privacy loss 
budget, and based only on publicly available 
schema or metadata.



Our Contributions

Design an empirical evaluation framework of  surrogate public data 
for DP auxiliary tasks.

Build an agent-based generation method (LLMs!) for surrogate 
public data.

Characterize the tasks and settings where surrogate public data 
can be useful for DP auxiliary tasks.



Types of  Surrogate Public Data

Baselines

Univariate

Domain

Arbitrary

LLM-Based

AgentCSV

Private data

Traditional 

public data

Real-World Data

Nature

Surrogate Public Data

Schema



Surrogate Data: CSV



Surrogate Data: Agent



Example DP Auxiliary Task: Pretraining Classifier

EDAD
Disability survey
11 categorical columns
2.5K records

Classifier
(DP-SGD) FTTransformer

Revisiting Deep Learning Models for Tabular Data. Gorishniy et al. 2022
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Results: EDAD
ε = 1 Notes

Pretraining performance 

varies widely.

DP-SGD finetuning 

improves by *about* the 

same (consistent slope).

Starting point matters a 

lot!
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Could be 
foundation 
models 
with DP 
going 
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Vault 
Gemma as 
the first 
and 
prominent 
example!
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Caveats…

Is this LLM generated / queried data truly “Public”? 

What does that mean?

1

Other places, LLM generated data less useful, and 

the results less impressive.

2

See Tramer et al. 2023 + we discuss a 

paradigm shift in what privacy means with 

prevalent+powerful LLMs

Probably somewhat useful for hyperparameter 

tuning for DP synthetic data, less useful in 

assessing Priv/Util tradeoff

…



Thanks!

Paper!
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