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What is the Secure Query System (SQS)?

» Collaborative project between MDI, Yale, and IRS Statistics of Income (SOI)
« SQS provides clients with aggregate statistics from IRS earnings data
— Securely linking client data with tax data

— Applying disclosure avoidance to ensure privacy is preserved in the statistics

MDI Team: Amy O’Hara, Ella Blue, Jake Pasner, Kangheng Liu, Stephanie Straus, Vince Dorie

Yale Team: Eliza McKenny, Kathy Stack, Ron Borzekowski

SOl Team: Brian Foltz, Caiyi Lang, Corbin Miller, Kelly Dauberman, Mark Xu
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SQS is a New Tier of Access

» Historically, access to earnings data has been restricted

— Joint Statistical Research Program — highly selective

— Published tables or the Public Use File (PUF)* microdata — limited utility
* For many, linking earnings to a specific cohort is crucial for evaluation

— Training programs

— Policy initiatives

— Post-secondary outcomes
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Overview of SQS Entities

Secure data transfer

SQS Client SOl
Agree to terms Set policy
Prepare data Control data
Select statistics Execute linkage and DA

MDI/Yale
Develop code/methodology
Manage clients
Run wizard
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The Key Advantages of SQS

« Streamlined contractual agreements

— Remove administrative burden from SOI
« Data standardization and validation

— No need for customized inputs or data cleaning
* Automated disclosure avoidance

— Fast review by SOI staff

e SQS is designed from start to finish to be efficient and sustainable
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Pathway to SQS - Define Client Use Cases

» MDI/Yale conducted extensive outreach
— State or local agencies
— Non-profit service providers
« Use cases abound
— Education (K-12, Post-Secondary Education Institutions or Systems)
— Workforce (Training and Employment Programs)
— Health and Human Services (Crossover Youth, SNAP, TANF, Child Welfare)
— Justice (Training, Reentry)

— Housing (Housing Subsidy Recipients, Homeless/Transitional Housing Services)
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Pathway to SQS - Standardize Statistics

* Develop set of measures that answer common user requests
— Value comes from data coverage and quality
« Users provide grouping information (covariates)
— Enables extensions to hypothesis testing, multivariate analyses

« Focus on common sources of earnings, common tax credits
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SQS Statistics: 1040 Product

Available statistics for matched individuals with an IRS Form 1040

Measure N Mean Variance Quartiles
Filed 1040s yes - - -
Non-zero CTC on 1040 yes yes yes yes
Non-zero EITC on 1040 yes yes yes yes
Non-zero Wages on 1040 yes yes yes yes
Non-zero AGI on 1040 yes yes yes yes
Schedule C on 1040 yes - - -
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SQS Statistics: Info Product

Available statistics for matched individuals with 1 or more Form W-2 or Form 1099-NEC

Measure N Mean Variance Quartiles
Total Non-zero W2(s) Income yes yes yes yes
Total Non-zero 1099NEC(s) Compensation yes yes yes yes
Combined W2(s) Income and 1099NEC(s) Compensation yes yes yes yes
Number of W2(s) Forms with Non-Zero Income - yes yes yes
Number of 1099NEC(s) Forms with Non-Zero Compensation - yes yes yes
All W2(s) In-State of Choice yes — — —
Some W2(s) In-State of Choice yes — - —

All W2(s) Out-of-State of Choice yes — - —
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Pathway to SQS - Link Records
 Need to link individuals with Form 1040, Form W-2, and Form 1099-NEC

— Varying PIl on forms
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Pathway to SQS - Preserve Privacy

 Data minimization

— No data retention from linkage
— Only provide users with statistics they request

« Satisfying IRS Publication 1075

— No statistics based on fewer than 20 records

— Noise addition to protect against disclosing fact of filing or return information
* Follow ethical and technical best practices

— Using gaussian differential privacy with per-record privacy loss accounting framework
— Scaling protections to number of requested statistics, magnitude of measures
— Enables tracking and managing cumulative risk
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https://www.irs.gov/pub/irs-pdf/p1075.pdf

Pathway to SQS - Provide Valid Outputs

Number of Requested Statistics [J 10 [0 15 [J 20

« Clients receive confidence intervals (Cls) that
account for both sampling and noise addition

« Clients receive expected amount of noise added, B e
based on:
— Number of statistics requested
— Number of input records /N
— Expected match/filing rates

2% 0% 2%
Relative Bias in Mean Estimate from Added Noise
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Takeaways for Applied Data Privacy Work

« Add value the easy way
— Create simple products with rich untapped data

« Walk before you run

— Improve the DA but be willing to relax theoretical best practices
« Always read the rule book

— Know how to satisfy the regulations
* Costis king

— Make the process fast and efficient for responsible agency staff
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Next Steps

« SQS is going live within the next couple weeks!
* Planned future improvements:
— Additional tooling for technical support for clients
» Impact of disclosure avoidance
« Guidance for creating grouping variables
— Record-level privacy loss tracking infrastructure
« Enable longitudinal studies

* Improved privacy accounting
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Next Steps

« SQS is going live within the next couple weeks!
* Planned future improvements:
— Additional tooling for technical support for clients
» Impact of disclosure avoidance
« Guidance for creating grouping variables
— Record-level privacy loss tracking infrastructure

« Enable longitudinal studies
Thank you! Questions?
joshua.snoke@georgetown.edu
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* Improved privacy accounting



