
PRIVY: Operationalizing Privacy Policy with 
AI-Assisted Privacy Impact Assessment 
Workflow

PhD student
Carnegie Mellon University
hankhplee.com

Privacy and Public Policy Conference
Feb. 10, 2026

Hank Lee, Yu-Ju Yang, Matthew Bilik, Isadora Krsek, Thomas Serban von Davier, Kyzyl 
Monteiro, Jason Lin, Shivani Agarwal

Jodi Forlizzi, Sauvik Das

http://hankhplee.com


Facial recognition Large language model Diffusion-based algorithm

2



Facial recognition Large language model Diffusion-based algorithm

3



4

END USERS

DATA HOLDERS

TECHNOLOGY

Notice and 

consent

Purpose limitation

Data minimization



5

END USERS

DATA HOLDERS

AI
Notice and 

consent?

Dataset reuse

PI inference



6

Large-scale identity identification

Facial recognition

Large language model

Diffusion-based algorithm

Training models with 
personal sensitive data

Creating realistic fake images



Product Concepts
Privacy Principles

Practices

Practitioners

7



Product Concept
Privacy Principles

Practice

How can we design tools that make it easier for 
practitioners to identify and mitigate privacy risks in their 
AI products and services?
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Design tools that help practitioners address privacy risks of their AI 
product ideas

Privacy impact assessments

 demand expert knowledge
 slow to adapt to new challenges

LLM-powered interactive interfaces to 
surface AI ethics

 privacy specific
 end-to-end risk mitigation
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Formative Study

Privy beta
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Formative study with 11 AI and privacy practitioners using the beta prototype:

privacy risk explorer privacy risk summarizer
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Summative Study

Study Design and Data Analysis
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Participants
• 24 AI practitioners to complete privacy impact assessment (PIA) using Privy (evenly 

assigned to Privy-LLM or Privy-Template)

• 13 privacy experts to evaluate the quality of the generated PIA reports

Data analysis
• Qualitative: think-aloud, interview
• Quantitive: self-report tool experience, expert-rated report quality



RQ1: How does Privy help practitioners identify and mitigate privacy risks 
with AI product concepts?

RQ2: How does the use of LLMs affect the quality of privacy impact 
assessments produced by Privy?

RQ3: To what extent does Privy address practitioners’ challenges in 
privacy risk envisioning and mitigation?
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Finding #1
Privy helps practitioners envision privacy risks that are relevant and severe
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Finding #1
Privy helps practitioners envision privacy risks that are relevant and severe

Grounding risk identification with use cases: 

“managers can misuse this tool... to inaccurately assess webinar... the second [use case] that 

I mentioned here is... checking the portion of the meeting participant dialog to assess how 

people engaged in the meetings.” (P18)

Grounding risk identification with envisioned AI capabilities and requirements: 

“infer the [users’] personality based on how they interact with posts... and then compare that 

with their physical image.” (P8)
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Finding #2
Privy helps practitioners brainstorm risk mitigation plans that are effective 
and appropriate
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Finding #2
Privy helps practitioners brainstorm risk mitigation plans that are effective 
and appropriate

Grounding risk mitigation in end-user perspectives: 

“give the option to the user to choose the topics that can be used to target them... [and] give 

an option to choose the people with whom they want to share their [AI-inferred] information.” 

(P20)

Grounding risk mitigation in the utility-privacy tradeoff: 

“you need audience graphs, social interaction, everything if you want to make the groups 

dynamically, if you want AI to generate the groups. But if you’re defining groups [to reduce the 

risk], I don’t think you need it [the product].” (P7)
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RQ1: How does Privy help practitioners identify and mitigate privacy risks 
with AI product concepts?

RQ2: How does the use of LLMs affect the quality of privacy impact 
assessments produced by Privy?

RQ3: To what extent does Privy address practitioners’ challenges in 
privacy risk envisioning and mitigation?
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Finding #3
The use of LLMs improves the quality of privacy impact assessments 
produced by Privy
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Finding #5
Use patterns with human-AI collaboration in privacy risk envisioning and 
mitigation

Exploring the unknown unknowns: 

“stuff like surveillance, risk intrusion, risk insecurity, I know when I see them... but it wouldn’t 

come up [on my own], but I know when I see them, what it is, and it’s actually risky.” (P7)

Integrating LLM-generated ideas: 

“a user adds a minus marker, thinking it won’t share with this group, but doesn’t consider 

other parties and share it with them.” (P8)

Solidifying and validating existing privacy knowledge: 

“it kind of gives you at least a little bit more confidence or, yeah, like a sanity check.” (P3)
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RQ1: How does Privy help practitioners identify and mitigate privacy risks 
with AI product concepts?

RQ2: How does the use of LLMs affect the quality of privacy impact 
assessments produced by Privy?

RQ3: To what extent does Privy address practitioners’ challenges in 
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privacy risk envisioning and mitigation?
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Addressing awareness barriers: scaffolding structured privacy risk identification

“comparing [risks] was really fun... I started to realize, oh, maybe surveillance is not the big issue. Insecurity is 

the underlying cause.” (P17)

Addressing motivation barriers: fostering reflection and engagement

“it’s like the hacker mentality, right? You’re trying to break things... in a privacy context. You can just 

brainstorm and come up with a lot of these examples. You can spend like hours on this. I think it’s enjoyable to 

me personally.” (P20)

Addressing ability barriers: kickstarting self-efficacious privacy practice

“more confident that we have a solution here and we can move forward with a project idea… gives you more 

control over the problem.”(P24) 

“kickoff meetings or an early concepting phase of different ways we can use a particular AI tool.” (P8)
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AI-assisted privacy risk envisioning for privacy policy

Bridge principles → 
product decisions

30

Reduce information 
asymmetry in the AI 
supply chain

From PIAs to policy 
evidence
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Reduce information 
asymmetry in the AI 
supply chain

From PIAs to policy 
evidence

• Help teams translate 
principles into design 
product decisions early.

• Guide teams to articulate 
data, risks, stakeholders, 
and mitigations.



AI-assisted privacy risk envisioning for privacy policy

Bridge principles → 
product decisions
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Reduce information 
asymmetry in the AI 
supply chain From PIAs to policy 

evidence• Reduce informational 
asymmetries for non-
privacy-experts.

• Make privacy claims 
more contestable and 
negotiable.



AI-assisted privacy risk envisioning for privacy policy

Bridge principles → 
product decisions
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Reduce information 
asymmetry in the AI 
supply chain

From PIAs to policy 
evidence

• Aggregate PIAs to reveal 
recurring risks and 
mitigation gaps.

• Inform targeted guidance 
and oversight from real-
world patterns.



AI-assisted privacy risk envisioning for privacy policy

Bridge principles → 
product decisions
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Reduce information 
asymmetry in the AI 
supply chain

From PIAs to policy 
evidence

Practices

Practitioners

Product Concepts
Privacy Principles



PRIVY: Operationalizing Privacy Policy with AI-
Assisted Privacy Impact Assessment Workflow

PRIVY: a tool that helps practitioners envision and 
mitigate privacy risks for AI product concepts

haopingl@cs.cmu.edu
@hankhplee
hankhplee

Hao-Ping (Hank) Lee

check out our CHI’26 paper

mailto:haopingl@cs.cmu.edu
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Appendix
Concerns with human-AI collaboration in privacy risk envisioning and 
mitigation

Overestimating the level of automated assistance provided by Privy-LLM: 

“I think the brainstorming mitigation tasks, I came up with them... I don’t think I took so much 

help from Privy.” (P7)

Risk of overreliance on its outputs: 

“you may actually just be like, sure, this looks good, and accept.” (P9)
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