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@Ars) TECHNICA Pokimane, QTCinderella, & Sweet Anita slam
deepfakes

Artist finds private medical record photos in One of the biggest and most influential streamers on Twitch, QTCinderella, expressed her
popular AI training data Set outrage at those who were sharing the explicit images and the website that hosted them.

LAION scraped medical photos for Al research use. Who's responsible for taking them down? "Everybody f"cking stop. Stop spreading it. Stop advertising it

BENJ EDWARDS - 9/21/2022, 11:43 AM

Ne Secretive Company : oy ' 4 E , She also gave her perspective on how this violation feels, saying “[b]eing seen ‘naked’ against
1 ' ' § of I | ' - - | ' B | our will should NOT BE A PART OF THIS JOB”
['hat Might Eind Privacy  F . , ‘ .,.. : | Y

as We Know It
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A little-known start-up helps law enforcement match photos ~ J (B : \ T X ‘ =g . %; @qtcinderella - Follow

of unknown people to their online images — and “might
lead to a dystopian future or something,” a backer says.

| want to scream.

Stop.

Everybody fucking stop. Stop spreading it. Stop
advertising it. Stop.

Being seen “naked” against your will should NOT BE
A PART OF THIS JOB.
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Thank you to all the male internet “journalists”
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ADVENTURES IN 21ST-CENTURY PRIVACY —

Artist finds private medical record photos in
popular Al training data set

LAION scraped medical photos for Al research use. Who's responsible for taking them down?

BEN] EDWARDS - 9/21/2022, 11:43 AM

Large language model

Enlarge / Censored medical images found in the LAION-5B data set used to train Al. The black bars and distortion have been added.

Training models with @
personal sensitive data
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The Secretive Company

That Might End Privacy
as We Know It

A little-known start-up helps law enforcement match photos
of unknown people to their online images — and “might
lead to a dystopian future or something,” a backer says.

Facial recognition

Large-scale identity identification

Late last week, a California-based Al artist who goes by the name Lapine discovered private medical record
photos taken by her doctor in 2013 referenced in the LAION-5B image set, which is a scrape of publicly
available images on the web. Al researchers download a subset of that data to train Al image synthesis
models such as Stable Diffusion and Google Imagen.

Pokimane, QTCinderella, & Sweet Anita slam
deepfakes

One of the biggest and most influential streamers on Twitch, QTCinderella, expressed her
outrage at those who were sharing the explicit images and the website that hosted them.

“Everybody f*cking stop. Stop spreading it. Stop advertising it."

She also gave her perspective on how this violation feels, saying “[b]eing seen ‘naked’ against
your will should NOT BE A PART OF THIS JOB."

*’h QTCinderella & M X
Q". @gtcinderella - Follow

| want to scream.

Stop.

Everybody fucking stop. Stop spreading it. Stop
advertising it. Stop.

Being seen “naked" against your will should NOT BE
A PART OF THIS JOB.

Thank you to all the male internet “journalists”
reporting on this issue. Fucking losers @HUN2R

2:29 PM - Jan 30, 2023 @

@ 566K @ Reply (2 Copylink

Read 1K replies

Creating realistic fake images



Product Concepts O 3 ,
Privacy Principles @ Practices

Practitioners



How can we design tools that make it easier for

practitioners to identify and mitigate privacy risks in their
Al products and services?




Design tools that help practitioners address privacy risks of their Al
product ideas

Privacy impact assessments LLM-powered interactive interfaces to
surface Al ethics

Q) privacy specific
) end-to-end risk mitigation

9 demand expert knowledge
@ slow to adapt to new challenges



Formative Study

Privy beta

Formative study with 11 Al and privacy practitioners using the beta prototype:

° EXPLORE SUMMARIZE A
Privy Al privacy Risk Assistant
o Select Relevant Use Cases 0 Generate Summary e Share Summary
EXPLORE SUMMARIZE A Filter
Intended Misuse v GD SHARE
0 Identify Capabilities and Requirements ° Identify Use Cases 0 Identify Impacted Stakeholders ° Identify Privacy Risks
Privacy Risks . . . ) o
& Targeted Fundraising Campaigns (™ View Beneficiaries A
Dynamic Audience Selection Surveillance G) i
Individuals whose contact information is accessed without their consent A user employs the Al to target specific audience groups for a fundraising campaign on social media, ensuring that the message reaches individuals most likely to contribute, thereby maximizing
A feature on a social media platform that allows users may be subjected to surveillance as their interactions and preferences . . L ..
to dynamically specify audience groups of a post they are monitored to tailor social media posts financial support for a critical health initiative.
would like to include using "+* markers, and those they
would like to exclude using *-* markers. e.g., “+friends in

music groups, -relatives. The feature needs access to Use Ca

users' contact information and thelr interactions Impacted Stakeholders insecurly Og Impacted Stakeholders and Privacy Risks 1 Privacy Incidents Relevant to the Product and Use Case
A user utilizes the Al to ‘3"19“ specific Ind;V|duaI; wh(‘nse I R e Individuals whose contact information is accessed without their consent
audience 'QVOUTS from a user's social media ' scdessed without thel canaént r 1 may have their personal data inadequately secured, leading to
contacts for a fundraising campaign, unauthorized access or leaks that could expose their private information : H i Meta under fire for decision to train generative Al on user content
ensuring that the message reaches e e Potential donors who may feel uncomfortable with targeted messaging g9
EXPLORE »> * | individuals most likely to contribute, thereby I o httpS//WWW bbc.co uk/news/artic|es/cw99n3qjeyjo
maximizing financial support for a critical mpacted Stak g ’ ' ’ :
health initiative ) [’cm:ms who are excludzd Irorr'\ «hlc - | ® o https://swgfl.org.uk/magazine/meta-announces-plans...
undraising campaign and may feel alienated ]
¢! . . . .
g ® View Beneficiarie ntended {
Al Cagidbliilion: ond Notiisesnents C Intended Aggregation Og Potential donors who may feel uncomfortable with targeted messaging could be subjected

e e Tk core to increased surveillance as their interactions and preferences are analyzed to refine

may have their social connections and interaction patterns aggregated, aud[ence targeting
privacy? leading to inferences about their interests, financial capabilities, and
willingness to support certain causes.

f Sector: Technology

~ Who else might be impacted in terms of
A user exploits the Al to create targeted

social media posts that incite hatred or
violence against specific individuals or

Enables users to dynamically specify
audience groups for social media posts by
including or excluding specific contacts

ﬁ) Purpose: Generate text; Generate Images

grdups,jeading to restutord harassment and. 1 © ® 0 Technology: Generative Al; Machine learning; Neural network; Deep
threats .

.. Potential donors who may feel uncomfortable with targeted messaging could have their learning
O View Exy Unintended Exposure ® o

contact information and interaction data inadequately secured, leading to unauthorized

Requires access to users' contact
information and data on their interactions
within the social media platform

How else can someone use your tool?

use.

Individuals whose contact information is accessed without their consent
may have their personal relationships and social connections exposed,
revealing sensitive details about their social circles and financial
situations

access or leaks that expose their personal preferences and social connections.

Meta admits farming Australians' Facebook photos to train Al

o https://theconversation.com/facebook-has-scraped-p...

I'm thinking of an

® o https://www.theguardian.com/technology/article/202...
Potential donors who may feel uncomfortable with targeted messaging could have their
contact information and interaction data disclosed to unauthorized parties, leading to
unwanted solicitations.

Are there any other privacy risks your product entails?

[ Sector: Multiple

I'm thinking of a| Select a risk type v |risk

€) Purpose: Train Al models

® D Technology: Machine learning
Potential donors who may feel uncomfortable with targeted messaging could have their

L e 1 ISR L PSS I L L )

privacy risk explorer privacy risk summarizer



Use Cases

— Use case

A user wants to put out a post, asking for
advice about their relationship, yet they don't
. | want their parents and relatives to see the
post.

Intended Use @ View Beneficiaries

— Use case

A user shares sensitive health updates,
specifying "+close friends, -coworkers" to

1) ensure only trusted individuals receive critical
information during a medical emergency.

Al Product Description

Intended Use @ View Beneficiaries

Al Ca
Requirem

Use case

A user deliberately excludes certain friends
from seeing inside jokes or event invitations,

. | causing minor social friction and playful
teasing within their friend group.

Unintended Use € View Exploiters

How else can a user use your product?

A user uses the Al to [do something]

I'm thinking of an

Al Capabilities and Requirements

What the Al product can do

Identify user groups and individual contacts
from social network data by interpreting
natural language audience specifications
(using "+" and "-" markers) to dynamically
include or exclude specific individuals for
each post.

Did we miss anything about what your Al

product can do?

Review the summarized Al capabilities and requirements.
Ensure they are accurate and complete before identifying

What the Al product requires
Requires (1) collection of users’ contact lists, - . privacy risks.
group affiliations, and post content from the
social media platform; (2) processing of
natural language audience instructions to

bility &

nt Scaffolder

IDENTIFY Al PRIVACY RISKS p

Al Capabilities and Requirements

What the Al product can do

Identify user groups and individual contacts
from social media data by interpreting user-
specified natural language audience criteria
to dynamically include or exclude specific

individuals or groups from viewing each posi

Privacy Risks

Identify the privacy risks that you want to mitigate for the product.

Then, click on "NEXT" to move on to ranking the risks.

NEXT: RANK THE RISKS W

Dynamic Audience Selection requires ongoing analysis of
users’ posts, contact lists, and group memberships,
enabling the platform to continuously monitor and map
users’ social interactions and private audience preferences
at scale.

I

What the Al product requires
Requires (1) access to users’ contact lists,

group memberships, and post content for

Relevancy: high Severity: high
€ View Impacted Stakeholders

Surveillance Risk

[_Dynamic Audience Selection may inadequately secure

Privacy Risk Definitions A
Data Data Data Physical
Collection Processing Dissemination Invasion

Data dissemination risks result when personal
information is revealed or shared by data collectors to
third parties.

Exposure risk refers to revealing sensitive private &=
information about you that people view as deeply
primordial that you have been socialized into
concealing.

=

é, Distortion risk refers to disseminating false or

mielaadinA infarmatinn ahant van

Privacy Risk Explorer

€« 5/9 >

Step 1: Identify a privacy risk

Privy suggests a risk of i G)

Dynamic Audience Selection can infer and reveal users’
sacial relationships and exclusion patterns—such as who is
systematically excluded from posts—potentially exposing
private social dynamics or conflicts to platform
administrators or during data analysis.

Brainstorm Mitigations for Risk #3

Step 1: Review the risk

Privacy Risk

Dynamic Audience Selection can enable targeted exclusion or inclusion of

individuals in real-world gatherings or events, facilitating covert surveillance or

social isolation in physical spaces by mapping digital groupings to actual
physical interactions and locations.

. ) Relevancy: high
Intrusion Risk

(™ View Impacted Stakeholders

Step 2: Brainstorm how might Dynamic Audience Selection be designed to

Full Mitigation Plan

Considering all privacy risks, outline how you would mitigate the risks to create a
privacy-preserving version of Dynamic Audience Selection. Try to be as specific as
possible.

~ Privacy risk mitigation strategies outline *

1. Get users to define groups themselves, with pseudonyms, e.g., Group 1,
Group 2, Group 3..., so much data isn't needed [Risk #1, Risk #2]

2. Only non-sensitive posts can be used with this feature [Risk #1]

3. Mitigating security vulnerabilities in the app itself [Risk #1]

4. Not collecting unwanted data, tag to unique identifier of the posts rather than

Privacy Risk Mitigator

DL I+ RALE YUUI LUlITIuTiive

I'm confident with the mitigation strategies in addressing this risk.
Please rate the degree to which you agree with this statement:

@ Strongly agree

O Agree

O Neither agree nor disagree
(O Disagree

(O strongly disagree

L1 ILID @ PUMIIL DT VILEG @HEIVUNILSHITHL TIRG WIDAILTI D/ 1THST QHIVUINILSIHTITHLD,

then filters should not be applied / or allowed to be applied [Risk #3]

8. Rather than reading posts for the content, maybe emotions can be analyzed
like sentiment analysis to avoid negative sentiments for filter-based contents
[Risk #3]

Section 1: Product Information

Product Name: /'

Dynamic Audience Selection

Expand product information

Use Cases:

o A user wants to put out a post, asking for advice about their relationship, yet they don't want their parents and relatives to see the post. "

® View Beneficiaries

© A user specifies "+support group, -coworkers" to share a mental health update only with trusted peers, protecting privacy while seeking support during a personal crisis. "

(™ View Beneficiaries

o Auser creates a post about an upcoming concert, specifying "+friends in music groups, -coworkers” to share only with music-loving friends while excluding colleagues.

(™ View Beneficiaries

Privacy Risk Summarizer

Requires (1) collection of users’ contact lists, group affiliations, post content, and audience specifications from the social media platform; (2) processing of group relationships, relationship

metadata, and user-defined audience rules to map inclusion and exclusion criteria to contact and group data; (3) dissemination of posts exclusively to the dynamically identified audience subsets as

determined by the user’s specified parameters.

Section 2: Privacy Risks

#1 Insecurity Ri

sk @ »

Dynamic Audience Selection may inadequately secure users’ contact lists, group affiliations, and

sensitive post content, risking unauthorized access or leaks that could expose private relationship

details, mental

@ View Impacted Stakeholders

health updates, or group memberships.

Relevancy: high | Severity: high

Section 3: Mitigation Strategies

1. Get users to define groups themselves, with pseudonyms, e.g., Group 1, 4
Group 2, Group 3..., so much data isn't needed [Risk #1, Risk #2]

2. Only non-sensitive posts can be used with this feature [Risk #1]
3. Mitigating security vulnerabilities in the app itself [Risk #1]

4. Not collecting unwanted data, tag to unique identifier of the posts rather than
reading through the content of the post [Risk #2]




Design Goal #1:

Help practitioners elicit the Al
capabilities and requirements
that entall privacy risks

“This is helpful for seeing what types of data...
initially [I] didn't really think about the

capabilities, but the underlying requirements and
how that really requires sensitive user data.” (U8)
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Summative Study

Two Privy Variants

’
%

Privy Al Privacy Risk Assistant

Use Cases

~Use case

Privacy Risks

Privacy Risk Definitions .@

Al Privacy Template

Product Name:
Product Purpose:

Product Data:

Section 1: Product Information

Potential Use Cases and Users: 1) What potential intended or unintended use cases could arise with this product, and 2) who are the entities or individuals that will use and benefit
from the product?

o Use Case1| Select Type - : A user uses the product to...

o User(s):

Use Case 2| Select Type - :
o User(s):

o Use Case 3| Select Type -

o User(s):

Use Case 4| Select Type ~

.

o User(s):

Al Capabilities: What can the Al do?
[ ]
.

Al Requirements: What data or infrastructure is needed for this Al to work?
.
.

Section 2: Privacy Risks
Step 1 Identify: Identify privacy risks entailed by the product (1.1), their associated impacted stakeholders (1.2), and their relevance and severity (1.3).
Step 2 Rank: Rank the order (1st - 3rd) in which you think these risks should be addressed.

Relevancy: Considering the product purpose, this risk is relevant to the Al user experience:

A user can ask 1o recap the meeting topics, Identify 3 privacy risks that you want to mitigate for the product e High: The risk is highly relevant and closely tied to the use cases and product.
highlights, and content during or after the Then, click on "NEXT" to move on to ranking the risks e T P e e T AT e i o . . . . L. L .
meeting. : : e Medium: The risk is somewhat relevant to the use cases and product, though the relevance might be indirect and speculative in certain situations.
' . . Py » 1 . s . » », M . .
Intended Use © View Seneficiaries ! Privacy Risk Definitions A : e Low: The risk has minimal direct relevance to the use cases and product. In rare instances, it may have indirect relevance (e.g., speculated downstream impact).
L] .
e H ;
~ Use case Al meeting assistant may unveil sensitive or confidential : Data. Data 5 < D a_ta s Phys@al :
A user secretly records confidential board meeting information to exteral audiences. ' Collection Processing Dissemination Invasion : Severity: Considering the product purpose, the risk poses a significant impact on society and/or individuals due to the Al:
he Al ' H
meetings, using the Al to generate H H ) . X . X i L i
:’:::;::i:2::::;3:’::7«:::.’:;7;.n goSmmsesssssessssscscscscomses Exposure Risk '“:“"” s E 1 Data processing risks result from the use, storage, and E e High: The risk is substantial and directly harmful on an individual and/or societal scale.
- . 2 . © View impacted Stakeholders . . . . 2 2 g s
PRILEL -;-I -P- -d- --t-D- - -1-‘f-- mem— — = rOAl Capabilities and Requirements : . manipulation of personal data : o Medium: The risk is noticeable and harmful at the individual level and/or societal level.
' roduct Description ] nintended Use View Exploiters . . N 2 ' . i L L. .
. ' 8 (- tmatine ot condo : — - ' e Low: The risk is negligible at both the individual and societal scales.
: T : ' fe"‘:'a':f C°"§'7°"mee""9 5”"";’3"55; ' Al Meeting Assistant continuously captures and analyzes : @ :
roduct nome  Use case ] , an -up item: n; ing ] i . " 5 : ps . . . . age
; M Msating Acawtart ; Auser enables the Al to summarize private 5 | | oo i o s v ot : baliebini e e elis o vl g : E Identification risk refers to linking specific data :
conversations during casual virtual hangouts, ' during online meetings and delivering . 2 ' . - . '
P oo : Wi ki o oot i i | smtmesized notes to users durng andafer |} s benolinasion g ' points to your identity. : Privacy |Step 1: Step 1.2: Step 1.3: Step 2:
! An online meeting software feature that H with friends for entertainment ' each session. Can answer questions to ' PRy ! ' N . . . . . . . 3 . : . 2
' helps users summarize meeting notes, ' 1 | specific information mentioned in the . H X . . . . @ : Risk # Describe the privacy risks you think might List the potential Rate the relevancy and severity of the risk. In what order do you think these risks should be addressed?
: ol : Unintended Use © view Evploiters | meeting ! : : ! . Aggregation risk refers to combining various pieces : arise from this product. impacted stakeholders
' feature works in the background during ' ' ' Surveillance Risk [ 4 ' N
. the online meeting, and sends the meeting X — ! . © View Impacted Stake : of data about you to make inferences beyond what . of the risk.
- z:::::: ;o the users once the meeting is . Asarwant 1o oak the Al meatig asleiant ' s ! L g is explicitly captured in those data. ! You can refer to the taxonomy and describe
H H specific information mentioned in the i . y Risk : . i how the product can cause a privacy risk.
' Pioct Gk ' meeting. For example: what time did § |~ What the Al product requires ' Al Meeting Assistant can link participants’ voices, faces, N & :
' B ' someone mention in the meeting that they ! R (1) cont llect f g ' and spoken details in meeting summaries to their real- ' . . . . . R
D ||| ]| 2 mnde o e i : willbe on vacation? i [ stiaamna i e : world identities, enabling idenification even in confidentil : Phrenology risk refers to inferring personality, social, : # Risk type: Please select - Relevancy score: Please select - Please select -
' and audio data stream via the cameras ' |- he d d tings, . . | orinformal settings and increasing risk of exposure if 1 3 5 . N _——
E and microphones on their devices. E Intended Use © View Beneficiaries E ;;I)Cr':;:l::spar:cecsas:\egr::d :’:;:95‘::::‘9:' E | summaries are shared or leaked. E Q and emotional attributes about yout from your E Risk descnptlon:
meeting content to extract key points, i i o . =
E E E highlights, andoa‘chon items, (3) - E \dentification Risk E physlcal attributes. E SEVET'W score: Please select
g R ————— * 1] 1] o Stake 1 )
o 2 2
(A) Product Y | [ s i : g CETETEETTN : oy Secondary use risk refers to the use of your = |
_________________ Y « SAVETHISRISK 47 GET SUGG! NS % . . . - -
description node ¢ Y t | with user devices and online meeting 2 H s @ . : ® o personal data collected for one purpose for a ! #2 Risk type: Please select Relevancy score: Please select Please select
: + UGGESTIONS ! [ platforms for seamless real-time data ! 1 Step 1: Identify a privacy risk . H -y i . ! Risk description:
ey L L 5 | v | [ capture and delivery. ' V| I'mithinking a risk of [ Selecta risk type : ' different purpose without end-user consent. : :
b " se can r use your product? [ ' ] [ ' H H s i
' +/ ADD USECASE  CANCEL |- 3 ' ' ! ' ' ' Severity score: Please select -
1 ! 1 Imthinkingof an use. - H ’ 1 i ! X X . . & ’
1 How else can a user use your product? 1+ } ' : : ! ! : Exclusion risk refers to the failure to provide you :
' 1 . 1 [l 1] Ll L] ] . . . . 1]
1 Privysuggestsan intended  use. Vo ' ' ' ' ' ' Q with notice and control over how your data is being ' #3 i . -
! HE ' H ' ' ' i . Risk type: Please select - Relevancy score: Please select ~ Please select ~
L] 1 A * 1] 1]
E A user utilizes the Al to capture and E 1 1 . ' E used. E Risk description:
s °  summarize key points in a high-stakes legal T ! L ] 1 ] '
: I Broading an iadi vocord ! : : 1 © Potentialimpacted stakeholders of the risk: . ! . X . o : Severity score: Please select -
! ofagreements and next steps for all parties ot . ! : ' Insecurity risk refers to the carelessness in '
' involved. H K : 5 B ' H " : Id f leak d :
: ! : : [EHN (T ———————— I : ﬂ protecting your personal data from leaks an :
: 174 5) | (B-1) Use case node ' ' E E : improper access due to faulty data storage and data : Section 3: Mitigation Strategies
. : 2 2 2 ' ' . sas s N » . . - s . . .
p G el L e e il e i Step 1:Identify a privacy risk i Step 2: Assess this risk ' ! practices. . Outline mitigation strategies associated with the three privacy risks you identified (3.1), and rate how confident you are these strategies address those risks (3.2).
(B-2) U t : o) b : : :
Se case suggestions 1| Privy suggests arisk of ' i | RiskRelevancy © ' H 1
1 1]
H ALM I . . H QO high QO medium QO low ' : : Step at Step 3.z
: e e P ! ok -iptnininiviviginininivivivioiolnininipinirinieipiviviiaabiebinisist sttt Considering all three privacy risks, outline how you would mitigate the risks to I'm confident in the proposed mitigation strategies for addressing this risk.
' hout{nformning al arobisinky iy | RekSweity © i (E) Risk definitions panel create a privacy-preserving version of the product. Try to be as specific as
' their explicit consent, especially in meetings where [ ‘ ' R . B . . .
1 | acing s ok espackad o ciacioss Y1 Ohign O medum O low : possible. Please rate the degree to which you agree with this statement for each identified risk.
1 . 1 1
' " 1 i
: @ Potential impacted stakeholders of the risk: : 1 1 . . ) Prwacy
' " ' For each risk, you might think about: Risk #
1 |—Boaydmembersmconhdenhalsllalegymeellngs J X B R i ! i
+ ' ' . . e How can the product be designed to enhance users' awareness of the risk?
§ [ cospanapane e | <+ (D=1) Privacy risk assessment node e How can the product be designed to enhance users' motivation to address Please select ~
L] L]
—_ = [Exlemal quests unawore of background recordng | X} the risk?
L] L]
{ : . . . .
[ ]
02 E E How can i‘:e ,?Tf‘ucr be designed to provide users with the ability to #2 Please select ~
! H manage the risk:
Q e e
(D-2) Privacy risk suggestions S il erios #3 Please select -

Privy-LLM Privy-Template
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Two Privy Variants
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Al Product Description

Al Meeting Assistant

Product purpose *
An online meeting software feature that
helps users summarize meeting notes,
highlights, and key follow-up items. The
feature works in the background during
the online meeting, and sends the meeting
summary to the users once the meeting is
completed.

dta*
The feature needs access to users' video
and audio data stream via the cameras
and microphones on their devices.

(A) Product
description node

+/ ADD USE CASE CANCEL
How else can a user use your product?

Privy suggests an use.

A user utilizes the Al to capture and
summarize key points in a high-stakes legal

p gan record
of agreements and next steps for all parties
involved.
1/4 >

T EmEEEssEsssEEEe ...

(B-2) Use case suggestions

(9]

0

Privy Al privacy Risk Assistant

Use Cases

~Use case

A user can ask to recap the meeting topics,
highlights, and content during or after the
meeting.

Intended Use © View Beneficiaries

~ Use case

A user secretly records confidential board
meetings, using the Al to generate
summaries and leak sensitive business
strategies to competitors for financial gain.

Unintended Use O view

A user enables the Al to summarize private

conversations during casual virtual hangouts,

sharing amusing or out-of-context highlights
with friends for entertainment,

Unintended Use © View Exploiters

~ Use case

A user want to ask the Al meeting asistant
specific information mentioned in the
meeting. For example: what time did
someone mention in the meeting that they

will be on vacation?

Intended Use O vie

ﬁGG[STIONS
How else can r use your product?

I'm thinking of an

[
Y

(B-1) Use case node

B T

mm——

Al Capabilities and Requirements

e EmmEssE s e,

pihat the Al product can do
Generate concise meeting summaries,
highlights, and follow-up items by analyzing
real-time audio and video streams captured
during online meetings and delivering
synthesized notes to users during and after
each session. Can answer questions to
specific information mentioned in the
meeting.

Wihat the Al produc
Requires (1) continuous collection of users’
audio and video streams via device
microphones and cameras during meetings,
(2) real-time processing and transcription of
meeting content to extract key points,
highlights, and action items, (3)

of and
highlights to meeting participants or

, and (4)

with user devices and online meeting
platforms for seamless real-time data
capture and delivery.

o

(C) Al capabilities and

requi

-

‘u

e emmmssssssssssEEEEEEEEEEEEEEEEEEEEEEEEEE s EE -

rements summary node

CANCEL
€ 3/12
Step 1: Identify a privacy risk
Privy suggests a risk of 0]

Al Meeting Assistant may process and analyze participants’
audio and video data—including confidential or private
conver hout informing all or obtaining
their explicit consent, especially in meetings where

recording is not expected o disclosed.

O Potential impacted stakeholders of the risk:

( Board members in confidential strategy meetings W b3
( Casual participants in private virtual hangouts ] X
[ External guests unaware of background recording ] X

L L L L L L T T T T T

(D-2) Privacy risk suggestions

T EEEEEEEEEEEE .-

Privacy Risks

Identify 3 privacy risks that you want to mitigate for the product
Then, click on "NEXT" to move on to ranking the risks.

NEXT: RANK THE RISKS P

Al meeting assistant may unveil sensitive or confidential
meeting information to external audiences.

Relevancy: high
Exposure Risk
(&)

Al Meeting Assistant continuously captures and analyzes
all participants’ audio and video streams during meetings,
enabling of private

sensitive discussions, and nonverbal cues, even in informal
or confidential settings without all parties’ awareness or
consent

Surveillance Risk

r "
Al Meeting Assistant can link participants’ voices, faces,
and spoken details in meeting summaries to their real-
world identities, enabling identification even in confidential
or informal settings and increasing risk of exposure if

| summaries are shared or leaked.

Identification Risk
©

AVE THISRISK 4, GET sun@s
Step 1: Identify a privacy risk

I'm thinking a risk of | Select arisk type

@ Potential impacted stakeholders of the risk:

Step 2: Assess this risk
Risk Relevancy ©®

QO high O medium QO low
Risk Severity ©®

O high QO medium QO low

-

e mssssssasssss s s s e,

Privy-LLM

(D-1) Privacy risk assessment node

o

Privacy Risk Definitions %

Privacy Risk Definitions

Data
Collection

Data Data
Processing Dissemination

4
A

Physical
Invasion

T Data processing risks result from the use, storage, and
manipulation of personal data.

E Identification risk refers to linking specific data

points to your identity.

Aggregation risk refers to combining various pieces
of data about you to make inferences beyond what

7!

is explicitly captured in those data.

[t

2]

Phrenology risk refers to inferring personality, social,E

»

physical attributes.

Secondary use risk refers to the use of your

Pl
¢

personal data collected for one purpose for a

different purpose without end-user consent.

Exclusion risk refers to the failure to provide you
with notice and control over how your data is being
used.

®

Insecurity risk refers to the carelessness in

a protecting your personal data from leaks and

and emotional attributes about you from your

&

improper access due to faulty data storage and data
practices.

(E) Risk definitions panel

4% Al Privacy Taxonomy [ Paper

¥ Export Log

Privy-Template



ummative Study

Two Privy Variants

Privy-LLM

Al Privacy Template

Product Name:
Product Purpose:

Product Data:

Section 1: Product Information

Potential Use Cases and Users: 1) What potential intended or unintended use cases could arise with this product, and 2) who are the entities or individuals that will use and benefit
from the product?

o Use Case1| Select Type - : A user uses the product to...
o User(s):
e Use Case 2| Select Type - :

o User(s):

o Use Case 3| Select Type -

o User(s):

Use Case 4| Select Type -

.

o User(s):

Al Capabilities: What can the Al do?
[ ]
.

Al Requirements: What data or infrastructure is needed for this Al to work?
.
.

Section 2: Privacy Risks
Step 1 Identify: Identify privacy risks entailed by the product (1.1), their associated impacted stakeholders (1.2), and their relevance and severity (1.3).
Step 2 Rank: Rank the order (1st - 3rd) in which you think these risks should be addressed.

Relevancy: Considering the product purpose, this risk is relevant to the Al user experience:
e High: The risk is highly relevant and closely tied to the use cases and product.
e Medium: The risk is somewhat relevant to the use cases and product, though the relevance might be indirect and speculative in certain situations.
e Low: The risk has minimal direct relevance to the use cases and product. In rare instances, it may have indirect relevance (e.g., speculated downstream impact).

Severity: Considering the product purpose, the risk poses a significant impact on society and/or individuals due to the Al
e High: The risk is substantial and directly harmful on an individual and/or societal scale.
e Medium: The risk is noticeable and harmful at the individual level and/or societal level.
e Low: The risk is negligible at both the individual and societal scales.

Privacy |Step 11 Step 1.2: Step 1.3: Step 2:
Risk # Describe the privacy risks you think might List the potential Rate the relevancy and severity of the risk. In what order do you think these risks should be addressed?
arise from this product. impacted stakeholders
of the risk.

You can refer to the taxonomy and describe
how the product can cause a privacy risk.

#1 Risk type: Please select ~ Relevancy score: Please select - Please select -
Risk description:
Severity score:  Please select -

#2 Risk type: Please select - Relevancy score: Please select - Please select -
Risk description:
Severity score:  Please select ~

#3 Risk type: Please select ~ Relevancy score: Please select ~ Please select -
Risk description:
Severity score:  Please select ~

Section 3: Mitigation Strategies
Qutline mitigation strategies associated with the three privacy risks you identified (3.1), and rate how confident you are these strategies address those risks (3.2).

Step 3.1: Step 3.2:
Considering all three privacy risks, outline how you would mitigate the risks to I'm confident in the proposed mitigation strategies for addressing this risk.
create a privacy-preserving version of the product. Try to be as specific as
possible. Please rate the degree to which you agree with this statement for each identified risk.
Privacy

For each risk, you might think about: Risk #

e How can the product be designed to enhance users' awareness of the risk?

. , R #1 Please select -
¢ How can the product be designed to enhance users’ motivation to address
the risk?
e How can the product be designed to provide users with the ability to #2 Please select ~

manage the risk?

#3 Flease select -

Privy-Template
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Summative Study

Two Privy Variants

’
%

Privy Al Privacy Risk Assistant

Use Cases

~Use case

Privacy Risks

Privacy Risk Definitions .@

Al Privacy Template

Product Name:
Product Purpose:

Product Data:

Section 1: Product Information

Potential Use Cases and Users: 1) What potential intended or unintended use cases could arise with this product, and 2) who are the entities or individuals that will use and benefit
from the product?

o Use Case1| Select Type - : A user uses the product to...

o User(s):

Use Case 2| Select Type - :
o User(s):

o Use Case 3| Select Type -

o User(s):

Use Case 4| Select Type ~

.

o User(s):

Al Capabilities: What can the Al do?
[ ]
.

Al Requirements: What data or infrastructure is needed for this Al to work?
.
.

Section 2: Privacy Risks
Step 1 Identify: Identify privacy risks entailed by the product (1.1), their associated impacted stakeholders (1.2), and their relevance and severity (1.3).
Step 2 Rank: Rank the order (1st - 3rd) in which you think these risks should be addressed.

Relevancy: Considering the product purpose, this risk is relevant to the Al user experience:

A user can ask 1o recap the meeting topics, Identify 3 privacy risks that you want to mitigate for the product e High: The risk is highly relevant and closely tied to the use cases and product.
highlights, and content during or after the Then, click on "NEXT" to move on to ranking the risks e T P e e T AT e i o . . . . L. L .
meeting. : : e Medium: The risk is somewhat relevant to the use cases and product, though the relevance might be indirect and speculative in certain situations.
' . . Py » 1 . s . » », M . .
Intended Use © View Seneficiaries ! Privacy Risk Definitions A : e Low: The risk has minimal direct relevance to the use cases and product. In rare instances, it may have indirect relevance (e.g., speculated downstream impact).
L] .
e H ;
~ Use case Al meeting assistant may unveil sensitive or confidential : Data. Data 5 < D a_ta s Phys@al :
A user secretly records confidential board meeting information to exteral audiences. ' Collection Processing Dissemination Invasion : Severity: Considering the product purpose, the risk poses a significant impact on society and/or individuals due to the Al:
he Al ' H
meetings, using the Al to generate H H ) . X . X i L i
:’:::;::i:2::::;3:’::7«:::.’:;7;.n goSmmsesssssessssscscscscomses Exposure Risk '“:“"” s E 1 Data processing risks result from the use, storage, and E e High: The risk is substantial and directly harmful on an individual and/or societal scale.
- . 2 . © View impacted Stakeholders . . . . 2 2 g s
PRILEL -;-I -P- -d- --t-D- - -1-‘f-- mem— — = rOAl Capabilities and Requirements : . manipulation of personal data : o Medium: The risk is noticeable and harmful at the individual level and/or societal level.
' roduct Description ] nintended Use View Exploiters . . N 2 ' . i L L. .
. ' 8 (- tmatine ot condo : — - ' e Low: The risk is negligible at both the individual and societal scales.
: T : ' fe"‘:'a':f C°"§'7°"mee""9 5”"";’3"55; ' Al Meeting Assistant continuously captures and analyzes : @ :
roduct nome  Use case ] , an -up item: n; ing ] i . " 5 : ps . . . . age
; M Msating Acawtart ; Auser enables the Al to summarize private 5 | | oo i o s v ot : baliebini e e elis o vl g : E Identification risk refers to linking specific data :
conversations during casual virtual hangouts, ' during online meetings and delivering . 2 ' . - . '
P oo : Wi ki o oot i i | smtmesized notes to users durng andafer |} s benolinasion g ' points to your identity. : Privacy |Step 1: Step 1.2: Step 1.3: Step 2:
! An online meeting software feature that H with friends for entertainment ' each session. Can answer questions to ' PRy ! ' N . . . . . . . 3 . : . 2
' helps users summarize meeting notes, ' 1 | specific information mentioned in the . H X . . . . @ : Risk # Describe the privacy risks you think might List the potential Rate the relevancy and severity of the risk. In what order do you think these risks should be addressed?
: ol : Unintended Use © view Evploiters | meeting ! : : ! . Aggregation risk refers to combining various pieces : arise from this product. impacted stakeholders
' feature works in the background during ' ' ' Surveillance Risk [ 4 ' N
. the online meeting, and sends the meeting X — ! . © View Impacted Stake : of data about you to make inferences beyond what . of the risk.
- z:::::: ;o the users once the meeting is . Asarwant 1o oak the Al meatig asleiant ' s ! L g is explicitly captured in those data. ! You can refer to the taxonomy and describe
H H specific information mentioned in the i . y Risk : . i how the product can cause a privacy risk.
' Pioct Gk ' meeting. For example: what time did § |~ What the Al product requires ' Al Meeting Assistant can link participants’ voices, faces, N & :
' B ' someone mention in the meeting that they ! R (1) cont llect f g ' and spoken details in meeting summaries to their real- ' . . . . . R
D ||| ]| 2 mnde o e i : willbe on vacation? i [ stiaamna i e : world identities, enabling idenification even in confidentil : Phrenology risk refers to inferring personality, social, : # Risk type: Please select - Relevancy score: Please select - Please select -
' and audio data stream via the cameras ' |- he d d tings, . . | orinformal settings and increasing risk of exposure if 1 3 5 . N _——
E and microphones on their devices. E Intended Use © View Beneficiaries E ;;I)Cr':;:l::spar:cecsas:\egr::d :’:;:95‘::::‘9:' E | summaries are shared or leaked. E Q and emotional attributes about yout from your E Risk descnptlon:
meeting content to extract key points, i i o . =
E E E highlights, andoa‘chon items, (3) - E \dentification Risk E physlcal attributes. E SEVET'W score: Please select
g R ————— * 1] 1] o Stake 1 )
o 2 2
(A) Product Y | [ s i : g CETETEETTN : oy Secondary use risk refers to the use of your = |
_________________ Y « SAVETHISRISK 47 GET SUGG! NS % . . . - -
description node ¢ Y t | with user devices and online meeting 2 H s @ . : ® o personal data collected for one purpose for a ! #2 Risk type: Please select Relevancy score: Please select Please select
: + UGGESTIONS ! [ platforms for seamless real-time data ! 1 Step 1: Identify a privacy risk . H -y i . ! Risk description:
ey L L 5 | v | [ capture and delivery. ' V| I'mithinking a risk of [ Selecta risk type : ' different purpose without end-user consent. : :
b " se can r use your product? [ ' ] [ ' H H s i
' +/ ADD USECASE  CANCEL |- 3 ' ' ! ' ' ' Severity score: Please select -
1 ! 1 Imthinkingof an use. - H ’ 1 i ! X X . . & ’
1 How else can a user use your product? 1+ } ' : : ! ! : Exclusion risk refers to the failure to provide you :
' 1 . 1 [l 1] Ll L] ] . . . . 1]
1 Privysuggestsan intended  use. Vo ' ' ' ' ' ' Q with notice and control over how your data is being ' #3 i . -
! HE ' H ' ' ' i . Risk type: Please select - Relevancy score: Please select ~ Please select ~
L] 1 A * 1] 1]
E A user utilizes the Al to capture and E 1 1 . ' E used. E Risk description:
s °  summarize key points in a high-stakes legal T ! L ] 1 ] '
: I Broading an iadi vocord ! : : 1 © Potentialimpacted stakeholders of the risk: . ! . X . o : Severity score: Please select -
! ofagreements and next steps for all parties ot . ! : ' Insecurity risk refers to the carelessness in '
' involved. H K : 5 B ' H " : Id f leak d :
: ! : : [EHN (T ———————— I : ﬂ protecting your personal data from leaks an :
: 174 5) | (B-1) Use case node ' ' E E : improper access due to faulty data storage and data : Section 3: Mitigation Strategies
. : 2 2 2 ' ' . sas s N » . . - s . . .
p G el L e e il e i Step 1:Identify a privacy risk i Step 2: Assess this risk ' ! practices. . Outline mitigation strategies associated with the three privacy risks you identified (3.1), and rate how confident you are these strategies address those risks (3.2).
(B-2) U t : o) b : : :
Se case suggestions 1| Privy suggests arisk of ' i | RiskRelevancy © ' H 1
1 1]
H ALM I . . H QO high QO medium QO low ' : : Step at Step 3.z
: e e P ! ok -iptnininiviviginininivivivioiolnininipinirinieipiviviiaabiebinisist sttt Considering all three privacy risks, outline how you would mitigate the risks to I'm confident in the proposed mitigation strategies for addressing this risk.
' hout{nformning al arobisinky iy | RekSweity © i (E) Risk definitions panel create a privacy-preserving version of the product. Try to be as specific as
' their explicit consent, especially in meetings where [ ‘ ' R . B . . .
1 | acing s ok espackad o ciacioss Y1 Ohign O medum O low : possible. Please rate the degree to which you agree with this statement for each identified risk.
1 . 1 1
' " 1 i
: @ Potential impacted stakeholders of the risk: : 1 1 . . ) Prwacy
' " ' For each risk, you might think about: Risk #
1 |—Boaydmembersmconhdenhalsllalegymeellngs J X B R i ! i
+ ' ' . . e How can the product be designed to enhance users' awareness of the risk?
§ [ cospanapane e | <+ (D=1) Privacy risk assessment node e How can the product be designed to enhance users' motivation to address Please select ~
L] L]
—_ = [Exlemal quests unawore of background recordng | X} the risk?
L] L]
{ : . . . .
[ ]
02 E E How can i‘:e ,?Tf‘ucr be designed to provide users with the ability to #2 Please select ~
! H manage the risk:
Q e e
(D-2) Privacy risk suggestions S il erios #3 Please select -

Privy-LLM Privy-Template



Summative Study

Study Design and Data Analysis

Participants

® 24 Al practitioners to complete privacy impact assessment (PIA) using Privy (evenly
assigned to Privy-LLM or Privy-Template)

® 13 privacy experts to evaluate the quality of the generated PIA reports

Data analysis
® Qualitative: think-aloud, interview
® Quantitive: self-report tool experience, expert-rated report quality

17



RQ1: How does Privy help practitioners identify and mitigate privacy risks
with Al product concepts?

18



Finding #1
Privy helps practitioners envision privacy risks that are relevant and severe

Practitioners’ self-perceived Expert evaluation on
risk relevancy and severity risk relevancy and severity

Relevancy O Y Relevancy
6% 24%

Severity 05% 339% Severity
B Hioh WL 1 2 3 4 5 0
I oW - :
9 s.trongly disagree §I|ghtly slightly agree strongly
disagree disagree agree agree
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Finding #1
Privy helps practitioners envision privacy risks that are relevant and severe

Grounding risk identification with use cases:

“managers can misuse this tool... to inaccurately assess webinar... the second [use case] that
| mentioned here is... checking the portion of the meeting participant dialog to assess how
people engaged in the meetings.” (P18)

Grounding risk identification with envisioned Al capabilities and requirements:

“infer the [users’] personality based on how they interact with posts... and then compare that
with their physical image.” (P8)

20



Finding #2

Privy helps practitioners brainstorm risk mitigation plans that are effective
and appropriate

Addressing

dentified Risks 3.86
Useful
Conversation 4 : 06
Starter
Product
Sepcificity 4.21
Practicality 3.92
1 2 3 A 5 6
strongly disagree slightly slightly agree strongly

disagree disagree agree agree



Finding #2

Privy helps practitioners brainstorm risk mitigation plans that are effective
and appropriate

Grounding risk mitigation in end-user perspectives:

“give the option to the user to choose the topics that can be used to target them... [and] give
an option to choose the people with whom they want to share their [Al-inferred] information.”
(P20)

Grounding risk mitigation in the utility-privacy tradeoft:

“vou need audience graphs, social interaction, everything if you want to make the groups
dynamically, if you want Al to generate the groups. But if you’re defining groups [to reduce the
risk], | don’t think you need it [the product].” (P7)

22



RQ2: How does the use of LLMs affect the quality of privacy impact
assessments produced by Privy?

23



Finding #3

The use of LLMs improves the quality of privacy impact assessments
produced by Privy

Relevancy

Severity

Correctness

Clarity

strongly
disagree

disagree

|dentified Privacy Risk

Addressing
|dentified Risks

Useful
Conversation
Starter

Product
Sepcificity

Practicality

3 4 5 6

slightly slightly agree

o Privy-LLM . Privy-Template

strongly strongly

: . disagree
disagree agree agree disagree

Proposed Mitigation Plan

**k

] *k%k

2 3 4 ) 6
slightly slightly strongly
disagree agree agree agree
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Finding #5

Use patterns with human-Al collaboration in privacy risk envisioning and
mitigation

Exploring the unknown unknowns:

“stuff like surveillance, risk intrusion, risk insecurity, | know when | see them... but it wouldn’t
come up [on my own], but | know when | see them, what it is, and it’s actually risky.” (P7)

Solidifying and validating existing privacy knowledge:

“it kind of gives you at least a little bit more confidence or, yeah, like a sanity check.” (P3)

Integrating LLM-generated ideas:

“0 user adds a minus marker, thinking it won’t share with this group, but doesn’t consider
other parties and share it with them.” (P8)

25



RQ3: To what extent does Privy address practitioners’ challenges in
privacy risk envisioning and mitigation?

26



RQ3: To what extent does Privy address practitioners’ challenges in
privacy risk envisioning and mitigation?

Awareness

Addressing awareness barriers: scaffolding structured privacy risk identification

“comparing [risks] was really fun... | started to realize, oh, maybe surveillance is not the big issue. Insecurity is
the underlying cause.” (P17)

27



RQ3: To what extent does Privy address practitioners’ challenges in
privacy risk envisioning and mitigation?

Addressing motivation barriers: fostering reflection and engagement

“it’s like the hacker mentality, right? You’re trying to break things... in a privacy context. You can just
brainstorm and come up with a lot of these examples. You can spend like hours on this. | think it’s enjoyable to
me personally.” (P20)

28



RQ3: To what extent does Privy address practitioners’ challenges in
privacy risk envisioning and mitigation?

Ability

Addressing ability barriers: kickstarting self-efficacious privacy practice

“more confident that we have a solution here and we can move forward with a project idea... gives you more
control over the problem.”(P24)

“kickoff meetings or an early concepting phase of different ways we can use a particular Al tool.” (P8) 29



Al-assisted privacy risk envisioning for privacy policy

AR

Bridge principles - Reduce information
product decisions asymmetry in the Al
supply chain

From PIAs to policy
evidence

30



Al-assisted privacy risk envisioning for privacy policy

AR

Bridge principles -
product decisions

® Help teams translate
principles into design
product decisions early.

® Guide teams to articulate
data, risks, stakeholders,
and mitigations.
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Al-assisted privacy risk envisioning for privacy policy

Reduce information
asymmetry in the Al
supply chain

® Reduce informational
asymmetries for non-
privacy-experts.

® Make privacy claims
more contestable and
negotiable.

32



Al-assisted privacy risk envisioning for privacy policy

E

From PlAs to policy
evidence

® Aggregate PlAs to reveal
recurring risks and
mitigation gaps.

® |nform targeted guidance
and oversight from real-
world patterns.
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Al-assisted privacy risk envisioning for privacy policy

AR

Bridge principles - Reduce information
product decisions asymmetry in the Al
supply chain

From PIAs to policy
evidence

Product Concepts O 3 ,
Privacy Principles = @ Practices
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STEP 1: IDENTIFY

Al Product Description

roduct name *

Al Meeting Assistant

Product purpose *
An online meeting software feature that
helps users summarize meeting notes,
highlights, and key follow-up items. The
feature works in the background during
the online meeting, and sends the meeting
summary to the users once the meeting is
completed.

roduct data*

The feature needs access to users' video
and audio data stream via the cameras
and microphones on their devices.

A
()

o)

STEP 2: RANK

Privy Al Privacy Risk Assistant

STEP 3: MITIGATE

A user can ask to recap the meeting topics,
highlights, and content during or after the
meeting

Intended Use © View Beneficiaries

A user secretly records confidential board
meetings, using the Al to generate
summaries and leak sensitive business
strategies to competitors for financial gain

Unintended Use @ View Exploiter

A user enables the Al to summarize private
conversations during casual virtual hangouts,
sharing amusing or out-of-context highlights
with friends for entertainment.

Unintended Use ® View Exploiter

A user want to ask the Al meeting asistant
specific information mentioned in the
meeting. For example: what time did
someone mention in the meeting that they
will be on vacation?

Intended Use © View Beneficiarie:

4, GET SUGGESTIONS

How else can a user use your product?

I'm thinking of an use.

s: You can add a use case manually, or click on GET

SUGGESTIONS to see what Privy has to say

STEP 4: SUMMARIZE

Al Capabilities and Requirements

~ What the Al product can do
Generate concise meeting summaries,
highlights, and follow-up items by analyzing
real-time audio and video streams captured
during online meetings and delivering
synthesized notes to users during and after
each session. Can answer questions to
specific information mentioned in the
meeting.

Requires (1) continuous collection of users’
audio and video streams via device
microphones and cameras during meetings,
(2) real-time processing and transcription of
meeting content to extract key points,
highlights, and action items, (3)
dissemination of generated summaries and
highlights to meeting participants or

and (4)
with user devices and online meeting
platforms for seamless real-time data
capture and delivery.Audio and video streams
captures in an internet outage scenario

STEP 5: EXPORT

Privacy Risk Definitions R
Privacy Risks
|dentify 3 privacy risks that you want to mitigate for the product Data_ Data_ ) DaTa ) PhySIFal
Then, click on "NEXT" to move on to ranking the risks Collection Processing Dissemination Invasion

NEXT: RANK THE RISKS P

1 Data processing risks result from the use, storage, and
manipulation of personal data.

Al meeting assistant may unveil sensitive or confidential
meeting information to external audiences.

Relevancy: high Identification risk refers to linking specific data
points to your identity.

@

Exposure Risk
~

Aggregation risk refers to combining various pieces @

of data about you to make inferences beyond what
is explicitly captured in those data.

Al Meeting Assistant continuously captures and analyzes
all participants' audio and video streams during meetings,
enabling persistent surveillance of private conversations,
sensitive discussions, and nonverbal cues, even in informal
or confidential settings without all parties’ awareness or
consent.

Phrenology risk refers to inferring personality, social,Z

Surveillance Risk

and emotional attributes about you from your
physical attributes.

Al Meeting Assistant can link participants’ voices, faces,

and spoken details in meeting summaries to their real- - 7
world identities, enabling identification even in confidential Secondary use risk refers to the use of your &
or informal settings and increasing risk of exposure if
" | summaries are shared or leaked. : personal data collected for one purpose for a
different purpose without end-user consent.
Identification Risk
Exclusion risk refers to the failure to provide you
Step 1: Identify a privacy risk with notice and control over how your data is being
I'm thinking a risk of | Select a risk type - used.
@

Insecurity risk refers to the carelessness in
protecting your personal data from leaks and
improper access due to faulty data storage and data

© Potential impacted stakeholders of the risk: pra ctices.

Step 2: Assess this risk
Risk Relevancy @

QO high O medium O low
Risk Severity ©

O high O medium O low

Al Privacy Taxonomy [ Paper ¥ ExportLog

PRIVY: a tool that helps practitioners envision and
mitigate privacy risks for Al product concepts

PRIVY: Operationalizing Privacy Policy with Al-
Assisted Privacy Impact Assessment Workflow

g check out our

Hao-Ping
aopin

CHI’26 paper

(Hank) Lee
gl@cs.cmu.edu
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Appendix

Concerns with human-Al collaboration in privacy risk envisioning and
mitigation

Overestimating the level of automated assistance provided by Privy-LLM:

“I think the brainstorming mitigation tasks, | came up with them... | don’t think | took so much
help from Privy.” (P7)

Risk of overreliance on its outputs:

“vou may actually just be like, sure, this looks good, and accept.” (P9)
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